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Abstract: Digital technology and the widespread use of the Internet has increased the speeds at which digital data can
be obtained and shared in daily life. In parallel to this, there are important concerns regarding the confidentiality of
private data during data transmissions and the possibility that data might fall into the hands of third parties. Issues
relating to data safety can also affect patients’ medical images and other information relating to these images. In this
study, we propose a new method based on block matching that can be used to hide the patient information in medical
images. In this method, 8 scanning orders (6 of which are newly designed) are developed to provide high image quality.
By diversifying the number of scanning orders, we aim to achieve the lowest number of bit changes. The performance
of the developed method is measured using the number of bits subject to change, the peak signal-to-noise ratio and the
mean structural similarity index measure image quality assessment metrics, and steganalysis attacks. The method we

developed was found to be more effective in hiding data compared to the classical least significant bit method.
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1. Introduction

In parallel to the rapid developments in medical technologies, there has been an increase in the quantity of
images, videos, and sound data generated and processed by medical devices [1]. Such data are expected to
enhance the quality of health services and to facilitate the sharing of information between units/departments
providing medical services. On the other hand, these medical data may contain highly critical and sensitive
information, which can be threatened by third parties willing to access or retrieve them [2]. The protection
of medical data against various security problems during their transmission through communication media has
become an important issue for health services. These sensitive and personal medical data can be protected
using steganography, which represents one of the major types of data hiding methods [3-5].

Etymologically, the word steganography is derived from Greek words meaning “covered writing”. Steganog-
raphy has been used in many different forms for thousands of years [6]. In steganography, the objects used
for hiding the secret data are called cover objects, which can be text, image, video, sound data, etc. The
combination of the cover object and the secret data hidden by it is called the stego object, which may appear
as an ordinary text, image, video, or sound data [7-9].

Many steganographic methods have been developed in the past few decades. The simplest and most
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commonly used of these methods is the least significant bit (LSB) method [8,10]. Attention must be paid to two
features when designing a data hiding algorithm: one of these is the undetectability of the secret data, while
the other is the data hiding capacity. For many data hiding applications, the most important demand is the
undetectability of the data. It is possible to prevent the hidden data from being noticed by using a cover object
that is visually or digitally similar to the secret data that are hidden [11].

An evaluation of the literature shows that there are numerous studies on medical images including the
hidden patients’ medical pasts, patient information, and patient reports. In a study conducted by Zhou et al.,
it is possible to see that patient-related data were hidden on breast radiography images. In the same study,
Zhou et al. also concealed certain important information on these images, along with the digital signature
information they had formed using mathematical techniques [12].

Luo et al. developed a data hiding method for medical images, designed for use in e-diagnosis applications.
Within the medical image, they concealed all data relating to the patients, including the patients’ personal
information, history, tests, and diagnoses. For data hiding, they made use of the LSBy, LSB;, LSBs, and
LSBj3 bits [13]. Srinivasan et al. also developed a steganography method for the secure transmission of medical
reports; to hide the patients’ medical records, they applied bit plane complexity segmentation steganography to
the patients’ medical image [14]. Liu et al. developed a secure stenography method for medical images produced
by health systems and devices. During the data hiding process, they employed a Hilbert filling curve instead
of the zig-zag scanning or the raster scanning order, which are generally used for the scanning of images [3].
On the other hand, Taghipour et al. conducted studies for hiding pathology reports within pathology images.
Using the differences that exist between a pixel and its neighboring pixels, they performed a data hiding process
that involves increase or decrease of LSB values [15].

In this study, we aimed to develop a new method that would ensure the hiding of information in medical
images by performing only a minimum number of bit changes. The data are hidden using an LSB-based
approach. The main contribution of this research paper is that, for ensuring as few bit changes as possible, 8
scanning orders are used in a block matching process where 6 of these scanning orders are newly designed. In
Section 2 of this article, we provide information regarding the LSB method, while in Section 3, a new method
is proposed and described. In Section 4, we provide the performance results and assessments of the proposed
method.

2. Classical LSB-based data hiding

The LSB-based data hiding approach is one of the most commonly used data hiding methods [16-18]. LSB-
based data hiding approaches are categorized as LSB replacement steganography (LSBR) and LSB matching
steganography (LSBM) [19]. When an image is taken as a cover object in LSB-based data hiding approaches,
and in case the pixels of the cover image are not the same as the bits of the data that will be hidden using the
LSB value, the pixels of the cover image will be manipulated to the LSB value. In data hiding performed using
LSBR, the least significant bit of each pixel in the cover image will be substituted with the bit of the data to
be hidden. On the other hand, in the LSBM method, if the bit of the cover image and the bit of the data to
be hidden are not the same, addition or subtraction will be randomly performed on the pixel value of the cover
image [20]. In a 24-bit color image, each red, green, and blue color channel of each pixel has 8 bits. Three
bits of information can be hidden in a pixel of a color image. If we assume that the data to be hidden have
(100) 2 bits, data hiding according to the LSBR will be performed as shown in Table 1. According to Table 1,
if the color values of the pixel in which data hiding will be performed are accepted as 238, 216, and 195, and in
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case we wish to hide the (100)2 bits into these pixels, we will have to substitute the LSB values of the red and
blue color channels by 1 and 0, respectively. As this substitution is performed on the LSB values of the color

channels, it is relatively difficult for them to be perceived by the human visual system.

Table 1. Data hiding with the LSBR method on a color image.

Red Green Blue

Initial digital value of the pixel 238 216 195
Initial binary value of the pixel 11101110 | 11011000 | 11000011
LSB values of the pixel 0 0 1

The bit value of the data to be hidden | 1 0 0

Binary value of the pixel after hiding 11101111 | 11011000 | 11000010
Digital value of the pixel after hiding 239 216 194
Number of bits that have changed 1 0 1

The same LSBR method applied to 24-bit RGB images can also be used for 8-bit grayscale images. The
only difference will be that, with the grayscale image, only 1 bit of data can be hidden in 1 pixel, in contrast to
the RGB image where 3 bits of data can be hidden in 1 pixel.

In data hiding methods, determining the location on the image where the data will be hidden is an
important step. In LSB-based methods, scanning methods such as raster scanning order, zig-zag scanning
order, or Hilbert filling order are used to determine the data hiding order of the pixels in the image. The raster
scanning order is the most commonly used method and involves the scanning of the image line by line, from
left to right.

3. The proposed block matching method

Every new data hiding algorithm that is designed aims to increase the quality of the image as well as the
capacity of data that can be hidden. Images that have hidden data will be subject to change and distortion.
An increase in the level of distortion is associated with a decrease in image quality. High image quality means
that the hidden data within the image will also be more secure [20].

With the method proposed in this study, we aim to increase the image quality and to render the image
more secure by ensuring that the hidden data remain harder to discern and acquire by third parties. The
method is developed using new scanning orders in order to ensure the minimum number of bit changes on the

medical image. Figure 1 illustrates the data hiding, transmission, and data extracting processes.
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Figure 1. Data hiding processes.

The flow diagram for the algorithm of the data hiding method developed in this study is shown in Figure 2.

463



AYDOGAN and BAYILMIS/Turk J Elec Eng & Comp Sci

The data hiding algorithm consists of the data preparation, calculation of the similarity ratio, and data hiding

stages. The processes, which are explained below, consist of 7 steps:

Vi

Read medical image

!

Divide the image to blocks with dimensions of 8x8

!

Convert the patient data to be hidden into binary
form, and then divide the data into groups
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Figure 2. Flow diagram of the proposed method.

1. First, read a medical cover image with dimensions of 512 x 512.

2. Separate the medical cover image into different subblocks (subimages), each with a dimension of 8 x 8
pixels. Thus, 4096 blocks will be obtained, with each block consisting of 8 x 8 = 64 pixels (Figure 3).
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Figure 3. a) The medical cover image with dimensions of 512 x 512. b) Illustration of the medical cover image

divided into blocks with dimensions of 8 x 8.

. The data to be hidden are converted to binary form (1,0) and then separated into 64-bit data groups to

form one-dimensional arrays.

. To identify the most suitable pixel in which the data can be hidden, each block is scanned with 8 scanning
orders, as shown in Figure 4. The first two of the scanning orders are the commonly used raster scanning
order and zigzag scanning order. The others are the new scanning orders designed within the context of
this study. After the 8 scanning orders are applied to each block, different LSB arrays are obtained in the
form of 64-bit arrays. For 4096 blocks, 32,768 LSB arrays are formed. The aim of this study is to increase
the number of scanning orders, to increase the likelihood of identifying blocks similar to the data groups
to be hidden, and to thereby perform the minimum amount of change on the blocks within the medical

cover image.

. The one-dimensional data arrays formed in Step 3 and the 32,768 LSB arrays formed in Step 4 are
compared element by element. Based on the comparison, with the number of similar elements in the
arrays the similarity ratio is determined. Matched array pairs with high similarity ratios have fewer bit
changes as a result of the data hiding process; this will reduce the level of distortion in the medical cover

image.

. The identified similarity ratio, the order number of the data groups, the block number of the LSB arrays,

and the number of the scanning order are used to form the similarity table.

. For each data group, the information of the line with the highest similarity ratio in the similarity table
is selected and used. Data group, block number, and number of scanning order info are the payloads of
the present study. For hiding payload, the data group matched according to this information will then
be hidden according to the scanning order compatible with the block in the medical cover image. This

process is repeated until the last data group by ensuring that there is one data group hidden in each block.
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Figure 4. The scanning orders followed during data hiding in blocks: a) raster scan order, b) zig-zag scan order, c-h)

new scan orders 1-6.
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4. Performance evaluation of the proposed block matching data hiding method

The block matching data hiding method developed within the context of this study was analyzed based on the
number of bits subject to change in the cover image, the image quality of the stego image, and the stego image’s
steganalysis attack versus its performance. During the analysis, test were performed by having data formed
randomly at 1 KB, 2 KB, 4 KB, 8 KB, 16 KB, 24 KB, and 32 KB hidden into 24-bit medical images with
dimensions of 512 x 512, and also into versions of these images that have been converted to 8-bit grayscale. In
addition 24-bit RGB standard test images (Lena, Tiffany, House, Pepper, Baboon, Jet, and Lake) with sizes of

512 x 512 and their 8-bit grayscale versions were used.

4.1. Number of bits subject to change in the cover image

The proposed method was compared with the commonly used LSBR method in order to assess both methods’
performance with respect to the number of bits changed. Table 2 shows the average change that occurred in
the bits of the image’s pixels after data hiding was performed on 24-bit medical images. The developed method
could hide 1 KB (8192 bits) of data by changing 2272 bit values by 0.036, while the LSBR method could hide
the same amount of data by changing 4110 bit values by 0.065. In other words, compared to the commonly
used LSBR method, the proposed method is able to hide data by performing changes with 45% less bit values.

Thus, the new method caused 45% less distortion in the medical image in comparison to the LSB method.

Table 2. Average changes and effects in the bits of 24-bit RGB medical images’ pixels.

Hidden data Developed method LSBR Scanning orders
Total number Number | Ratio of |Number | Ratioof | Ratio of bit
of bits in of bits bits of bits bits changes Number | Number
; Number | changed |changed |changed | changed between the of 1-2 | of 3-8
medical Amount developed
image of bits on the on the on the on the cvelope scannin | scannin
medical medical | medical medical method and g orders | g orders
image image image image LSBR
6,291,456 1 KB 8192 2272 0.036 4110 0.065 —45% 33 95
6,291,456 2 KB 16,384 4514 0.071 8148 0.129 —45% 55 201
6,291,456 4 KB 32,768 9073 0.144 16,199 0.257 —44% 118 394
6,291,456 8 KB 65,536 18,268 0.290 32,699 0.519 —45% 276 748
6,291,456 16 KB |131,072 36,912 0.586 65,322 1.038 —44% 517 1531
6,291,456 24 KB | 196,608 55,656 0.884 98,755 1.569 —44% 783 2289
6,291,456 32KB |262,144 75,407 1.198 131,231 2.085 —43% 1054 3042

This increase in performance is associated with the use of 6 new scanning orders, which are developed to
determine the most suitable block matching for the data groups to be hidden. This indicator directly affects
the other performance analyses, as well. In the tests, we observed that the new scanning orders (3-8) were used
3 times more frequently than the common scanning orders (1-2).

As a result of the data hiding process described in Figure 5, matched blocks with the highest similarity
are obtained. The data were hidden into blocks where the fewest changes occur.

Figure 6 shows the cover images before and after data hiding is performed with the proposed method.
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Figure 6. Reference test images (a, b, ¢) and versions of the same images with 32 KB of hidden data (d, e, f).
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4.2. Image quality performance of the stego image

For analyzing the image quality of the stego image, the peak signal-to-noise ratio (PSNR) and the structural
similarity index measure (SSIM) values, which are also commonly used in the literature, are employed. Fur-
thermore, CQM color image quality measure was also used.

PSNR is a commonly used metric for determining the similarity between two images. At first, for the
determination of the PSNR value, the mean squared error (MSE) is calculated [21]. Eq. (1) is used for the
calculation of the MSE value.

w8 =L ™37 06. ) - G )P 1)
i=0 j=0

Here O represents the initial or original image, while C represents the image with the hidden data, and the m
and n values represent the row and column information.

After calculating the MSE value, the next step consists of calculating the PSNR value by using Eq. (2)
[21]. The MAX value in the equation represents the highest value of the pixel.

2)

MAX?
PSNR =10log,, < >

MSE

Figure 7 shows the PSNR values of the cover images obtained after data hiding with the proposed method
and the LSBR method. After all of the tests are performed, it is seen that the proposed algorithm provides
the highest PSNR values. This result indicates that the proposed method provides images that are closer to
the original one in comparison with LSBR. Despite the increasing ratio of hidden data, the proposed method

continued to provide good results.

RGB Test Images

—— Proposed Method
—&— LSBR

PSNR(dB)
gy o NN
S &GS G S »
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1KB 2KB 4KB 8KB 16KB  24KB  32KB
Payload Size

Figure 7. PSNR values of medical covered images.

The SSIM is another metric used for measuring the level of distortion in visual quality between the original
image and the processed image [22]. The mean SSIM (MSSIM) is an image quality value with a minimum value
of 0 and a maximum value of 1. Within the range of values between 0 and 1, the value of 1 represents the best
quality [21]. The MSSIM is calculated from the SSIM using Eq. (3) [23]:

M
MSSIM(X,Y) :ﬁ > SSIM (x;,y;), (3)

j=1

where X and Y represent the original and the processed image, respectively; the M value represents the number
of local windows used for determining the SSIM value; and x; and y; represent the j image content in M
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number of local windows [23]. The MSSIM is calculated as the average of the SSIM values for M number of
windows.

Table 3 shows the MSSIM values obtained after 32 KB of data were hidden into a color cover image
by using the proposed method. The results indicate that the proposed method provides very high perceptual
invisibility.

Table 3. MSSIM and CQM values of the medical test images.

Medical test images

1 2 3 4 5 6 7 8
MSSIM dB | 0.999994 | 0.999991 | 0.999993 | 0.999977 | 0.999979 | 0.999986 | 0.999977 | 0.999988
CQM dB 77.6759 | 91.8711 | 97.7494 | 80.9558 | 99.8928 | 91.4529 | 99.8891 | 92.3598

CQM was proposed by Yalman and Ertiirk [24]. CQM is a color image quality measure based on reversible
luminance and chrominance (YUV) color transformation and PSNR. The CQM value is calculated by using Eq.
(4) [24):

(4)

COM = (PSNRy x Ry)+ (PSNRU * PSNRV) % Cw,

2

where PSNRy, PSNR;, and PSNR represent the PSNR values of the Y, U, and V channels. Ry is the
weight on the human perception of the cones and Cyy is the weight on the human perception of the rods [24].
Table 3 shows the CQM values obtained after 32 KB of data were hidden in a color cover image by using the
proposed method.

The closest method to the proposed method was performed by Liu et al. [3]. In that study, Liu et al.
developed a secure steganography method for medical images. When testing their method, they also converted
all color images to grayscale images. As the proposed method is applied to the grayscale medical images, the
PSNR values are obtained and tabulated in Table 4. It is observed that the proposed method provides better
results (nearly 1%-6%) than that of Liu et al. [3] and LSBR. Furthermore, as the proposed method is tested
on images of Lena, Tiffany, House, Pepper, Baboon, Jet, and Lake, the PSNR value for 32 KB is 53.52-53.55
dB, while it is 51.12-51.15 dB for the LSBR method.

Table 4. Comparison of the proposed method’s PSNR (dB) values (512 x 512 x 8).

Payload size | Proposed algorithm | Liu et al. [3] | LSBR
50% 56.65 dB 54.9621 dB 50.04 dB
100% 53.55 dB 52.8776 dB 51.14 dB

Table 5 shows the performances of the proposed method as well as the other 7 methods [7,25-30], which
have been developed in recent years. Several images, sizes, and payloads units of the available literature have
been used. The proposed method has shown better performance as it is employed with approximately similar
image, size, and payload units.
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Table 5. The comparison results according to PSNR values between the proposed method and different methods in
the literature. In all methods grayscale cover images were used. Size of the cover image of the proposed method is
512 x 512.

Different methods Proposed method
Payload PSNR (dB) | Payload PSNR (dB)
Lou et al. [25] 90% 50.5139 100% 53.55
Akar et al. [7] 32 KB 51.16 32 KB 53.54
Kaan et al. [26] 0.5 bpp 54.30 0.5 bpp 56.65
Sarreshedari et al. [27] | 0.5 bpp 52.9064 0.5 bpp 56.65
Al-Dmour et al. [28] 25% 57.99 25% 59.68
Sajasi et al. [29] 131,072 bits | 54.33 131,072 bits | 56.32
Li et al. [30] 10,000 bits 63.88 16,384 bits 65.69

4.3. Steganalysis performance of the stego image

Steganalysis is the process used for identifying hidden data within stego images [31]. There are a variety of
different steganalysis tools that can be used for identifying the data hidden through data hiding algorithms.
Stegdetect is one of the tools used to detect the presence of hidden data within digital images [32]. The results

W

of steganalysis of stego images are shown in Table 6. In these results, indicates the nondetection of hidden
data within the stego object, while “+” indicates the detection of hidden data. As shown in Table 6, steganalysis
could not detect 1 KB, 2 KB, 4 KB, 8 KB, 16 KB, and 24 KB of data hidden within the 512 x 512 medical
image. However, when 32 KB of data were hidden with the proposed method, the hidden data could be detected

in the stego image by steganalysis.

Table 6. Stegdetect steganalysis results of the proposed method.

Amount of hidden data | 1 KB | 2KB | 4 KB | 8 KB | 16 KB | 32 KB
Result - - - - - +

5. Conclusion
One of the goals of data hiding methods is to perform the minimum digital changes on the cover image and to
thereby maintain the image quality as high as possible. In this context, the proposed method is a new data
hiding method based on block matching and LSB. The novelty of the proposed is that the method selects and
uses the most suitable one of eight scanning orders, rather than using only one scanning order. The results
of the proposed method show that the newly designed scanning orders have been selected three times more
frequently than the commonly used scanning orders, which validates the efficiency of data hiding. Moreover,
the proposed method requires 45% fewer bit changes for data hiding than the LSBR-based data hiding method.

For analyzing the image quality of the stego images obtained using the proposed method, the PSNR was
measured. It is observed that the proposed method provides better results (nearly 1%—6%) than the others.
Furthermore, as the cover images and stego images have been examined according to the MSSIM and CQM
image quality metrics, it is found that the proposed method provides very high perceptual invisibility.

The proposed data hiding method has been examined by the Stegdetect tool. The results have verified
the robustness of the stego images with 1 KB, 2 KB, 4 KB, 8 KB, 16 KB, and 24 KB data payload sizes against

detection attacks. Only data detection has occurred in the medical stego image with 32 KB data payload size.
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